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Special Risks: Immediate Actions 
 

Guidelines in the event of an incident 
Immediate actions for kidnap, extortion, and/or wrongful detention: For use during the initial hours of an incident. 

Kidnapping, extortion, and wrongful detention can happen at any time and usually occur without warning. The purpose of these 

guidelines is to enable you, the client, to take control in the early stages of an incident. Taking early control will contribute 

greatly to the safe conclusion of the incident. 

In the event of an incident 

Step 1: Call the WorldAware Hotline on +61 3 8400 4198 

WorldAware’s Global Operations Centers are available 24/7/365. 

You will be asked to provide your details and an outline of the incident.   

Step 2: The information will immediately be escalated to a KRE specialist consultant who will then contact you. The consultant 

will discuss the incident with you and provide immediate advice.  

Depending on the nature of the incident, the consultant may be deployed to advise the company and/or family directly.  

 

Details of the incident: 

The following is the type of information that will be requested by the WorldAware team. Where known, please try to provide as 

much of this information as possible:  

• Who? Name of the hostage/extortion target/detained individual. 

• When? Date and time of the kidnap/extortion/wrongful detention. 

• Where? Location and method of the kidnap/extortion/wrongful detention. 

• What? Demands/deadlines/threats made (if any). 

• Involvement of the authorities (if any). 

• Involvement of the media/press (if any). 

• Kidnap group/extortionists/authority carrying out the wrongful detention. 

• Location of the hostage’s family/extortion target/family per individual wrongfully detained. 

• Action taken by you (if any). 

• Any other immediately relevant details. 
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What if the kidnappers call? 
In many kidnap incidents, the criminals will make a telephone call to the family or workplace of the hostage. 

They may threaten to harm the hostage if a ransom is not paid. 

 

Guidelines for taking calls from kidnappers: 

• Stay calm. 

• Adopt a helpful attitude but do not commit to any demands. Express concern about the hostage. Agree to pass on 

their message but make it clear that you have no authority to make decisions. 

• If possible, record the call and have a second person listening. 

• Try to ask the following questions: 

• Who is calling? 

• Why are you calling? 

• If you have [hostage’s name], let me talk to him/her. 

• How is [hostage]? 

• Let us have proof of life. 

• How do we contact you? 

• The next time you call how will I know it is you? 

• What is your name? 

• During or immediately after the call, make a note of what was said, and try to ascertain the following details of the call 

and caller:  

• Male/female 

• Age 

• Accent 

• Tone and mental state (calm, drunk, angry, expletives) 

• Demands (be precise) 

• Background noise 

• Time and duration of the call 

• Do not discuss the incident or call with anyone outside of the crisis team. 

• Maintain a chronological log of calls and other significant events. 

• If letters or other written communications are received, secure the items in a sealed plastic bag. 
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Media Relations 
In the vast majority of kidnap, extortion, and wrongful detention cases, media exposure of the incident is not in the best 

interest of the hostage. In some cases, media exposure can seriously threaten the safety of the hostage. 

Until advised otherwise, the following guidelines apply: 

• Do not give interviews.  

• Do not give details of the hostage(s) or their families. 

• Limit any response to: “The security and safety of our staff is our highest priority. For this reason, we never discuss 

these details with the press. I am sure you will understand”, or something similar. 

The Authorities 
Legal requirements vary from country to country. In most Western European countries, WorldAware’s advice is that it is in the 

interests of the hostage/extortion target/wrongfully detained individuals to inform the authorities. 

However, in other parts of the world, particularly the Middle East, Africa and Latin America, this may not be so. In some 

jurisdictions, it may be off-duty members of the security forces carrying out kidnaps and extortions.  

The guidelines, therefore, are: 

• In Western Europe, the US, Canada and Australasia, inform the authorities of the incident immediately. 

• Elsewhere, take advice from WorldAware before doing so. 

Family interactions 
If you are the employer of a kidnapped/wrongful detained victim, appropriate handling of the individual’s family from the very 

beginning is usually crucial. 

WorldAware recommends the following in the first few hours of an incident: 

• As soon as an incident is confirmed, inform the Next of Kin (NOK) without delay. 

• Appoint a single point of contact within the company to act as Family Liaison Officer. 

• Consider the family’s immediate short-term needs, which may include childcare, transport, financial assistance, 

possible evacuation from the immediate area, and protection from the press. 

• Brief the family on how to handle calls from kidnappers, should they receive one (see “Guidelines for taking calls from 

kidnappers” above). 

• Large extended families do not need to know every detail of the case. Information should be shared on a ‘need-to-

know’ basis only. 

• Advise the family that it is not in the hostage’s/wrongfully detained individual’s interest to talk to the press. 
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